
Thematic workshop, 5 October 2020

Empowering EU ISACs

I S A C S  I N  T H E  L E G I S L A T I V E  A N D  
R E G U L A T O R Y  L A N D S C A P E



The Empowering EU ISACs consortium welcomes you!

Remco van der Spiegel

Fokko Dijksterhuis

Your hosts for this session:Goals of the project:

Timelines

▪ Support set-up of emerging ISACs in the EU

▪ Support existing ISACs to improve maturity

▪ Support coordination between ISACs

January 2020 December 2022

https://www.isacs.eu/

https://www.isacs.eu/
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2020-2 CEF Telecom Call:
Cybersecurity

Erika Magonara

Project Manager

Innovation and Networks Executive Agency (INEA), European 
Commission
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AIM: creation of a coherent ecosystem for risk management, 
information sharing and reporting by helping relevant stakeholders to 
comply with the NIS Directive and supporting the interaction between 

the public and the private sector, including through ISACs

8

Cybersecurity - Objective 1: Support 
for OES, NCAs and ISACs



•Activities (at least one)

• OES(s) improving internal capabilities to meet security 
and reporting requirements under national and EU 
legislation

• OESs and/or ISACs setting-up a new/improving an 
existing national or European level ISAC

• NCAs/SPOCs supporting the national ISAC ecosystem or 
its development
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More info: Call page Deadline
05/11!

https://ec.europa.eu/inea/en/connecting-europe-facility/cef-telecom/apply-funding/2020-cybersecurity


Thank you!

…Questions?
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Today’s session: ISACs in the legislative and regulatory 

landscape 

Olivier de 
Visscher,
ER ISAC

Libor 
Lochman, 

CER

Today’s goal

• Get insights into the role an ISAC can fulfill in 
the legal and regulatory cybersecurity landscape

• Get inspired by a real-life example that 
illustrates how an ISAC can also join forces with 
other (sectoral) organisations for this goal

• Learn from and get in contact with members of 
(other) ISACs to talk about how (and if) they are 
fulfilling this role

• Discover how this can benefit you as an ISAC 
constituent / chairperson

Today’s speakers



The role of an ISACs in the legislative and regulatory landscape

Legislation and regulations

Influence Disseminate

• Facilitating the sharing of good practices -on 
compliance with- (new) legislation / regulation, 
such as the NIS directive, for example through:
• Workshops / sessions
• Platform discussions
• Working Groups
• Guidelines 

• Analysing / making sense of regulatory / 
legislative issues for your constituents

• Representing the constituents by 
voicing sectoral thoughts on specific 
cybersecurity legislative / regulatory 
issues, for example through:
• Opinion Papers
• Working groups
• Lobbying

• Being a linking pin with other 
regulatory / legislative 
stakeholders or players

Constituents

• Informing constituents of relevant 
developments in the regulatory/legislative 
domain

ISAC

Any additions?
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Rail ISAC in the legislative and 
regulatory landscape 

ISAC Thematic workshop

05 September 2020

Dr Libor Lochman

CER Executive Director
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70+ members and 
partners

73%

77%

93%

Who we are? The principle rail lobbying 
association in Brussels
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CER’s Mission: 

to lobby for business-friendly regulation
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Railway security specificities

• Open and easily accessible rail system, while subject to:

• High safety, security and sustainability standards and 
requirements

+ 55,000 stations in Europe with strong space constraints 

+ 220,000 Km of railway tracks 

• 9.7 billion passengers carried per year

• 17.4% of inland freight transported by rail

• 1.3 million people directly employed and €68 billion (GVA) 
annually
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Essential services (rail) identified by 
Member States

▪ Infrastructure management

▪ Rolling stock maintenance

▪ Passenger transport 

▪ Freight transport 

▪ Hazardous material

▪ Service facilities

▪ Traffic management 

Pretty much 
everything…
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➔ Rail Security on the EU level

▪ June 2018: EU action plan on rail security

▪ Follow-up actions:

▪ End 2018: RAILSEC established (platform of the 
Commission, Member States and the sector)

▪ End 2018: adoption common methodology on risk 
assessment

▪ End 2019: adoption technical guidance via RAILSEC. 
Priority areas:

✓ information to passengers in case of incidents

✓ security technology and design solutions / cybersecurity

✓ staff scrutiny procedures and training



21

Threats to railway security

• Terrorism

• Sabotage

• Vandalism, e.g. graffiti

• Unauthorised access

• Violence

• Theft, e.g. metal theft, data theft

• Insider threat

• Cyber-crime

• Ticket fraud and forgeries 
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Cybersecurity: what is at stake?

▪ Disruption of rail services

▪ Economic losses for railways and their 
customers

▪ Loss of commercial or sensitive 
information

▪ Reputational damage

▪ Potential risks to safety
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Cybersecurity: a jigsaw of EU regulation
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NIS Annex 7
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Rail compliance with NIS Directive

▪ Understand cyber risk

▪ Protect railway assets

▪ Reduce the impact of cyber security 
incidents

▪ Ensure timely reporting of these events

▪ Share information on cyber activity with 
stakeholders
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Rail’s approach to cybersecurity

Rail 
ISAC
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➔ The supporting instrument? ER-ISAC

▪ Integrating ISAC in Rail Common 
Occurrence Reporting system is the 
opportunity to address security alert in 
a professional and robust way. 

▪ In case of cyber threat, security contact 
person will first be involved but also 
safety manager should get the alert. 

▪ ERA (EU Railway Agency for railways) 
connected as the system authority



✓ CER managing the interface with EU decision-makers on the 
issue of cybersecurity (DG MOVE, HOME, CONNECT, etc)

✓ CER supporting ER-ISAC in preparing the messaging towards 
EU decision-makers (e.g. RAILSEC and LANDSEC)

✓ CER facilitating contacts and exchanges with (and within) CER 
membership on ER-ISAC and related activities, when/if 
appropriate 

✓ CER continuing its advocacy activities to promote the railways’ 
interests in the area of security and digitalization

CER’s support to ER-ISAC



▪ Developing a CyberSecurity Culture and Standard for EU:
✓ Supporting ER-ISAC producing Cyb.Sec. guidelines for the legacy railway ecosystem

✓ Supporting CENELEC the technical work on the TS 50701: Cyber Security for Railway 
Applications (by WG26); 

▪ Support of EU-Cybersecurity Act:
✓ EU Cybersecurity Act introduces an EU-wide cybersecurity certification framework for ICT 

products, services and processes

▪ Considering Cybersecurity threats railway specific landscape
✓ Particular attention on to security of 5G coming new network and future systems for critical rail 

operations, review of potential cyberattacks on ERTMS, related mitigation techniques and their 
level of risk, in accordance with ETSI threat analysis methodology

▪ Provide appropriate EU funding for ENISA, ERA and ER-ISAC:
✓ to develop a railway dedicated minimum set of Cyb.Sec. requirements, supporting a Common EU 

approach through ER-ISAC and ERA coordinated activities

Further sector recommendations



Next actions on the EU level? 

• To continue monitoring the implementation of the NIS Directive in 
the rail sector

• To support the ongoing sectoral initiatives on standardisation and 
cooperation. 

• To ensure a high level of coordination with the work of the NIS 
cooperation group. 

• To keep cybersecurity as a regular agenda item of the meetings of 
the EU Rail Security Platform (RAILSEC) 

• To promote exchanges with other modes of transport

• To develop a ‘cybersecurity toolkit (DG MOVE by  the end of 2020

October 2019 DG MOVE & DG CONNECT cybersecurity workshop:
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Cooperation is a key!



For regular updates on CER activities, 

visit our website: www.cer.be

or follow     @CER_railways

For further information:

Dr Libor Lochman

Executive Director

libor.lochman@cer.be
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Interactive Q&A

• Questions directed at the CER 
and ER ISAC

• Please do join the 
conversation! Raise your hand 
if you want to jump in

• Or type  questions / comments 
in the Teams chatbox



Statements

(enter code)

18 69 04 2
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Thank you for your attention!

The project now has a dedicated website: 
https://isacs.eu

Empowering EU ISACs



Q&A

Olivier de 
Visscher,
ER ISAC

Libor 
Lochman, 

CER

• Get insights into the role an ISAC can 
fulfill in the legal and regulatory 
cybersecurity landscape

• Get inspired by a real-life example that 
illustrates how an ISAC can also join 
forces with other (sectoral) organisations
for this goal

• Learn from and get in contact with 
members of (other) ISACs to talk about how 
(and if) they are fulfilling this role

• Discover how this can benefit you as an 
ISAC constituent / chairperson

Today’s speakers



Our next workshop takes place upcoming Thursday


