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NIS2

MANY TALKS!

“Sharing information is not only about
operational issues or incidents, but also
best practices, skills and understanding
the threat landscape”
“This type of information sharing is also
important and therefore relevant for NISD
2.0. This will deepen the scope of
information sharing.”

Introducing the Empowering EU-ISAC consortium: key activities
Our mission

Key activities

•

Offer business services and technical solutions to support ISACs in
their daily operations.

•

Mobilise public and private actors to establish and further develop
European ISACs across different industry sectors.

•

Promote horizontal structured coordination among various European
ISACs.
Development of a secure information sharing an
analysis platform – available for ISACs

Timelines
January 2020

Organisational and legal support for current and
emerging ISACs

December 2022

Organisation of thematic workshops and conferences
for the community
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The consortium is currently already supporting a number of
European ISAC initiatives. Some examples of our support:
Stakeholder analysis

ISAC promotion and outreach

The consortium performed an analysis of
the organizational landscape of an ISAC to
determine which categories of
stakeholders exist (including
[potential]members) to determine how to
involve them

The consortium has helped an ISAC with
developing promotional material to initiate
(public) outreach, for example to attract new
members or create public awareness about
the initiative

Working Group Efficiency
The consortium helps ISACs with organizing
working groups (teams within an ISAC that
work on a specific topic or assignment)
efficiently. This involves a ‘best practice’
blueprint and concrete ad hoc advice and
support

Getting an ISAC started
In multiple sectors where no European ISAC
exists as of yet, the consortium actively
supports ‘founding members’ with their
first steps with the establishment of the
ISAC

Information-sharing platform
The consortium develops a platform to
facilitate information sharing and analysis
for multiple EU ISACs

Formalisation
Some ISACs look to formalize the cooperation
within an ISAC, for example through
documents such as an NDA, Terms of
Reference or MoU. The consortium has
supported ISACs with such steps through legal
expertise, templates and practical advice

4

WELCOME!
WHO ARE YOU?

NIS 2 and its effects on crossborder information sharing
Boryana HRISTOVA-ILIEVA
Legal officer
Unit H2 – Cybersecurity and digital privacy policy
DG CNECT, European Commission

Timeline of the NIS Directive

Start of the
country visits

Entry into force
of NIS 1

Legislative
proposal for the
the NIS Directive

2013

2014

2015

Political
agreement

2016

MS submit
information about
OES identification

2017

2018

Launch of the
study

2019

Commission
OES report

First meeting of the
Cooperation Group and
creation of work streams

Legislative
proposal for a
revised NIS
Directive

2020

2021

Start of
negotiations
between the
co-legislators

Transposition
deadline
Impact assessment
and evaluation

• Computer Security
Incident Response
Team (CSIRT) to
handle incidents
• Single Point of
Contact (SPOC) for EU
cooperation
• National NIS strategy

• Cooperation Group
gathering national NIS
authorities (e.g. to
implement the
Directive)
• CSIRTs network for
operational
cooperation (e.g. to
discuss incidents)

Risk management

• National NIS
authority

European Cooperation

Member State capabilities

Three main pillars of the NIS Directive

• Companies are
required to take
security measures
• Companies are
required to notify
incidents

Main challenges of existing NIS 1

Not all sectors that
may be considered
critical are in scope

Great inconsistencies and
gaps due to the NIS scope
being de facto defined by
MS (case by case OES
identification)

Diverging incident
notification
requirements

Ineffective
supervision and
limited enforcement

Diverging security
requirements
across MS

Voluntary and ad-hoc
cooperation and
information sharing
between MS and
between operators

Three main pillars of the proposal for NIS 2
MEMBER STATE
CAPABILITIES

RISK MANAGEMENT

COOPERATION AND
INFO EXCHANGE

Size threshold
National authorities
National strategies
Coordinated
Vulnerability disclosure
(CVD) frameworks
Crisis management
frameworks

Accountability for top
management for noncompliance

Essential and important
entities are required to
take security measures,
including supply chain
security
Companies are required
to notify incidents &
threats

Cooperation Group
CSIRTs network
CyCLONe
CVD and European
vulnerability registry
Peer-reviews
Biennial ENISA
cybersecurity report

Two regulatory regimes

Essential entities

Important entities

Scope

Scope of NIS1 + certain new sectors

Most new sectors + certain entities
from NIS1 scope

Security requirements

Risk-based security obligations, including accountability of top management

Reporting obligations

Significant incidents and significant cyber-threats

Supervision

Ex-ante + ex post

Sanctions
Jurisdiction

Ex-post

Minimum list of administrative sanctions, including fines. Only for essential entities: ultima
ratio possibility to suspend authorisation or impose temporary ban on managerial duties

General rule: MS where the service is provided
Exception: Main establishment + ENISA registry for certain digital infrastructures and digital
providers

Which sectors are covered?
Main selection criteria: Existing Member States’ policies, stakeholders’ views, digital intensity, importance
for society (as revealed by COVID-19 crisis), interdependencies between sectors
Essential entities

Important entities

Energy (electricity*, district heating, oil, gas and hydrogen)

Postal and courier services

Transport (air, rail, water, road)

Waste management

Banking

Chemicals (manufacture, production, distribution)

Financial market infrastructures

Food (production, processing, distribution)

Health (healthcare, EU reference labs, research and manufacturing

Manufacturing (medical devices; computer, electronic and optical

of pharmaceuticals and medical devices)

Drinking water

products; electrical equipment; machinery; motor vehicles and (semi-)trailers;
transport equipment)

Digital providers (search engines, online market places and social
networks)

Waste water
Digital Infrastructure (IXP, DNS, TLD, cloud, data centres,
CDN, electronic communications and trust service providers)

Public administrations
Space
* New types of entities in electricity: electricity markets, production, aggregation, demand response and energy storage

Scope: size threshold

Identification has proven inefficient → difficulty in identifying consistent
thresholds
Size as a clear-cut benchmark (all companies, which are medium-sized or
larger) and a proxy for importance. Exceptions: electronic
communications, trust services, TLD registries and public administration.
MS will be in a position to add operators below the size threshold in the
following cases:
Sole providers of a service
Potential disruption of a service provided by an entity could have an impact on public
safety, public security or public health
Potential disruption of a service provided by an entity could induce systemic risks
Entities with specific importance at regional or national level for a particular sector or
type of service, or for other interdependent sectors in a Member State
Entities considered as critical under the proposed Resilience of Critical Entities
Directive

More harmonised security requirements

Accountability for top management
for non-compliance with
cybersecurity risk management
measures
Risk based approach: appropriate
and proportionate technical and
organisational measures
Measures to at least include:

risk analysis and information system security policies
incident handling
business continuity and crisis management
supply chain security
security in network and information systems
acquisition, development and maintenance, including
vulnerability handling and disclosure
policies and procedures to assess the effectiveness
of cybersecurity risk management measures
the use of cryptography and encryption

More harmonised reporting requirements

Entities to report both significant incidents and cyber threats
Entities to inform recipients of their services

Incident notification in three stages:

Initial
notification

Intermediate
report upon
request of CA
or CSIRT

Final report
within one
month

Guidance and technical support by CSIRT upon request of entity
MS to inform each other and ENISA of incidents with cross-border nature

Coordinated vulnerability disclosure

As part of the national cybersecurity strategy, Member States
will be required to develop a policy framework on coordinated
vulnerability disclosure
Each Member State shall be required to designate one national
CSIRT as a coordinator and facilitator of the coordinated
vulnerability disclosure process at national level.
In cases where the reported vulnerability affects multiple
vendors across the Union, the designated CSIRT shall cooperate
with the CSIRT network to facilitate multi-vendor coordinated
vulnerability disclosure.
European vulnerability registry run by ENISA

Cooperation and information sharing

Cooperation Group gathering competent authorities
CSIRTs network gathering national CSIRTs
SPOCs to submit monthly incident summary reports to ENISA
Framework of specific cybersecurity information-sharing arrangements
between companies
Voluntary information sharing
Peer-reviews of the Member States’ effectiveness of cybersecurity policies

Crisis management

National
Cybersecurity Crisis
Management
Frameworks

European Cyber Crises Liaison Organisation
Network is established to support the
coordinated management of large-scale
cybersecurity incidents and crises

Conclusion - Promoting effective information sharing - one of NIS2 main objectives

A number of elements aim to contribute to effective information sharing by involving
various actors:
➢

Between entities (via information sharing arrangements, Article 26)

➢

Between entities and national authorities (mandatory reporting of significant incidents and
threats (Art 20), voluntary reporting (Art 27), vulnerability disclosure frameworks (Art 6))

➢

Between authorities at national level (Article 11)

➢

Between all Member States‘ national authorities (Cooperation Group, CSIRTs Network,
CyCLONe, mutual assistance mechanism)

Thank you!

For contact: boryana.hristova@ec.europa.eu

Can we help your organization or sector? Let us know!
Find out more at:

https://www.isacs.eu/

Contact us:
info@isacs.eu

Empowering EU ISACs Group

